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Motivation

 Search for Future Internet architecture
« The center piece - router

* How to virtualize router

« Xebra ©| ElAH
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Xebra approach

— Open Source 7}&t2t Z51= Xen AFE
+ /085 =X cli&
— SR-IOV: Single Root IO Virtualization
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Why Xen

Open Source Virtual Machine Monitor

- ARE ARE A Ehjet ME eldo| X[JHO| 7t
Hypervisor 7| gt

— H4Y 7|8t 7FA 3= Isolation= N|CHE2 X| & SEX| &2t
— OS 7|8t b 210f| |3 &5 XSt7t A=

Para Virtualization
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HVM X| &l

- Z[M 7t 3t 7|=& AFEStE HW 7=t X[ &
Commodity Guest OS X| &

— Windows, Linux, BSD, etc.

— v = hedam]

KOREA UNIVERSITY




SR-IOV A7)

 Single Root IO Virtualization
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SR-IOV =

Driver Domain

DF D A
VMM
CPU
Host MEM
VT-d
HW sr1ov
NIC
Layer 2 Switching

« PF driver : Physical Function?| AXt&2 22|35l VFE SE3t0}.
e VF driver : OS2} C|HIO|A EZIO|EHHZto| QIEL|O|A 2 A Virtual Function driverE&
AEsSt, /O HE= L 2ICh

« VT-d : DMA Remapping %! Interrupt Remapping =&
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SR-IOV M5 A

c A B
— Intel Xeon Quad X5650 (2.66Ghz)
— Xen 4.0, VCPU 47§
— GuestOS: Linux 2.6.37.1
— XEN Para Virtualized 1G NIC

— SR-IOV 1G NIC Virtual Function

Configuration Pkt bytes Throughput(pps) Throughput(Mbps)

Xen PV 64 Bytes 49,910 pps 25 Mbps

SR-IOV 64 Bytes 1,123,831 pps 575 Mbps

— 258} 0|4 M5 B
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Xebral| 7| =

« Network Isolation@ 2 HEAZF 7t XA}
- Ctot SF2| HERKA sA0 X|& 7t
— HOQHOf| Cfot 22 o2&~
« Performance Isolation@ 2 7}AF HEQAZF CHEZE 2%
— QoSaj| Cfet X[ &
— CtE 7t UIER AL At ot THE = AREO| ofot EdijE S5 H

=N

« V-Channel2 £} 2/3 £l 7|= XH&
— Cteo| H2 [9E 238 20t =2 Y= X[
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VNIC1

Guest Domain 1

V-Channel

VNIC2
Virtual Machine Monitor (Xen)

Hardware SR-IOV Support)

Virtual Router (Xebra)

—>
JHSHESA 1
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JHSHESA 2

SIS
HE3 o=

« 2t Guest DomainO| 2t2t H - o] JlAF H E

3 XA (Network Isolation)
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« Zt CHQIZF HER R CHY = EZ (Performance Isolation)
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A B2l @35 20f otLte| AN E ALE 7ts (V-Channel)
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Network Isolation

|37 AMS| DL ME
= AH

=N Y BteY ZRES
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—VLAN ID(802.19)E 7YY EX A IDE AL
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Network Isolation

Physical network

SlLto| Physical NetworkE 7tat=2tst0] IPV4AE
A &ot=E 7He HEHIE 85t &4l 7t
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VLAN ID& 0| 8% 71 HERNI 5

Machine 1 Machine 2

VLAN 5 | VIAN2

Machine 3 Machine 4

« VLAN IDE A5t VF =0 @17t IsolationsS K| &
« VLANID 2, 3, 59| 7}AF HEQA 37 #+=
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Performance Isolation

e Performance Isolation
— 2t2to| HEQ A EEZEX|7t CtYSH ContentsE K&

— [2fA O F X|&ot7| 23 A Network ArO|0f| LY =5
SHLOE T ESt= 7|=0| 22

« Performance Isolation X|& 7|H
— BCN : Backward Congestion Notification
- VRO A 23 &l Caps 7|22 OIYES =&
« VF7F 2 & El Cap2 A E|/™H BCN Switch& off
« StErE| Cap O|AF© E Bandwidth& A& 4= GiLC}
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BCN £#|&F =

« Descriptor Fetch Arbiter : A|A
ol HZ2ele GHIHERH
S2 2= X[ &l Pooldf 2
5h= alst

— 1=

Descriptor

Queues * Pool : NICH 0| =X5t= VF

Max Rate | * Descriptor Queue : VFL{Of
Scheduler PacketZ & &5H= Queue,

Ben switch  *  Max Rate Scheduler : &&&l|E
Cap O|3I2 CHHZES et shet
Zl 2t o] 0] & & Switch off
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BCN ¥ &}

=2t 10Gbps EH2| : Mbps

VM1 bcn Rate | VM2 bcn Rate | VM1 BW | VM2 BW

4826
2936
3873
4825
6151

3000 7000
4000 6000
7000 7000
8000 6000

« 10Gb 0|44l 7IE AtE (&g 10000Mbps)

« Fhel ZhSmH Ao BCNS AHESHO] BW 27
o ZEJPAMHAIO| A MAEBHBWOIHE AKX S E

4925 9801
6391 9877
5987 9860
4968 9763
4009 10160
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V-Channel 227§

 Linux2| Bonding Module
— Multiple NICZ SILtQ| Virtual NICCE AFE
— Fault-tolerant, Load Balancing 7|5 X|&
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V-Channel S%F &4

Domain U

+ 17§] NICO| 8% 4 Q& [ =S £7}
— CtE NICe| 2 = Balancing ot &g 22| 2R
.+ 271%|o| EH
— Out-of-order
— Load balancing
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Out-of-order
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Load balancing
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Conclusion
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Conclusion
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http://os.korea.ac.kr/xebra

Xebra HW A}Q}

« Intel Vt-d7} X|RlE|= X86 =2t CPU (i5 0|4t B & X| &,
Core2DuoE: Y& X| Q)

« Intel Vt-d7t X|& k= OIEE (i5 O|A CPU X|&5t= 2=
Intel 4| Q2 E, Core2Duo CPU X|&5l= & Intel QI E E)

. 22| 4GB O| A}

« HDD 100GB 0|4}
Ol &l 82599 10Gb O|E 4l 7=
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Future Work

e Linux HEQ ZT=EEZ AEHIO| H& X5}
> HES3 95 <= fle Linux X%}
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