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 Why military and intelligence
analysis?
— Learning from others’ history
to estimate our future

— The community used

e Cutting-edge communication
technology

e Complicated applications on top
of the communication

What can we learn from the experience of
using complex applications and communication systems in military?
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LESSONS LEARNED ABOUT
NETWORK STRUCTURE DESIGN
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* |n 1988,

— USS Vincennes (3 aegis ship)
e deployed to the Strait of Hormuz

e shoot down a civilian airliner, Iran
Air Flight 655

e killed 290 civilians.

e USS Vincennes was
— Taking charge of air defense

— A new aegis cruiser with
cutting-edge communication

 What happened?

Dotterway, K. A. (1992). Systematic Analysis of Complex Dynamic Systems: The case of the USS
Vincennes. Unpublished master's thesis, Naval Postgraduate School, Monterey, CA.
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KAIST Reality, Not a Diagram
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Lin, Z., Zhao, X., Ismail, K., & Carley, K. M. (2006). Organizational design and restructuring in

response to crises: Lessons from computational modeling and real-world cases. Organization
pafience, 15, 598-618.
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KAIST - Problems of System-Oriented
Communication Network

 Military communication

systems

— Redundant
— Time-Critical

— Secured

— But, had been often system-oriented!
e System-oriented?

— Not optimized to human
operators and their organizations
e Human organizational structure
* System communication structure

whose
information

decision

Human Command and Control Struchre
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* Need to understand human behavior and organization Suggested
e One example: Congruence Based Topology Design by AA’

— A={Agents}, R={Resources}, T={Tasks}
— AR=(Resource distribution networks)
— AT=(Task assignment network)

— RT=(Resource requirement network)

— Congruence: to: AT

* | will talk to a person with
a resource that
| need to complete my task.

Required
Lessons Learned: by: RT

Future Communication Network
Design considering Human Relationships

Marcelo Cataldo, Patrick A. Wagstrom , James D. Herbsleb , Kathleen M. Carley, Identification of coordination requirements: implications for the Design of collaboration a%d
awareness tools, Proceedings of the 2006 20th anniversary conference on Computer supported cooperative work, November 04-08, 2006, Banff, Alberta, Canada
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LESSONS LEARNED ABOUT
NETWORK AND CONTENT ANALYSIS
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e Who are internet early adaptors?
— Websites
. )
_ E-Mail Gmail YoulllE:
. YouTube pylsoogle
— Social Networking Site YRHOO! MAIL facebook
— Frequent communication methods of
terrorists

e |nternet media has been
— A place to broadcast propaganda
— A place to broadcast bombing records
- A place to train newbies Lieberma_lnﬂc_a!ls for YouTL:lbe.T?rroﬁsm Video Ban

— A place to communicate
a m O n g m e m be rs ¢ CatCh! Homeland Security and Governmental Affairs Committee Chairman Joe Lieberman, ID-

Conn., Monday called on Google to remove Internet video content produced by terrorist
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e Started from discovered emails...

e First step

— Connecting dots
e Using email meta-data
* From - To, CC, BCC

— Social network analysis
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Nodes as
Email users i Key Personnel

e By DA AT Dot B AR

Diesner, J., & Carley, K.M., 2005. "Exploration of Communication Networks from the Enron Email Corpus," Proceedings of the Workshop on Link Analysis, Countert@?rorism
and Security, SIAM International Conference on Data Mining 2005, pp. 3-14. Newport Beach, CA, April 21-23, 2005.
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e Used meta-data for social
network building

— Other than meta-data?
— Content Analysis!

— Initially, case analysts were
interested, not network
scientists...

e Used contents for

— Natural Language Processing

— Link Extraction (Information ?
Retrieval)

— Enriching the built social
network from meta-data
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Sudan: Hamas to attend forthcoming
Arab League summit in Khartoum
Excerpt from report by Sudanese
Media Centre website on 13
February , 13 February:
The political bureau of Palestinian

Islamic Resistance Movement
(Hamas)'s chief, , has
confirmed that Hamas will
participate in the forthcoming Arab
League summit's 18th session
scheduled to take place at the end
of March in Khartoum.

I

Social link
from texts
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SNA + NLP - Enriched Social Networks = Meta-Network
Two Node Type Benefit:

(Agent and Event) Single type network: Who are talking to whom
Social and Event Meta-Network: Who are talking to whom about what

Network - New metrics new é..' rithms...

: _ 2 Multiple Node Type
Single Node T o oi e, | (Agent, Event and
Type (Agent) \ EREEr\ A SO T d Location)

Social Network b - A Meta-Network

Sy ik

Lessons Learned:
Merging Network Structuré Ahalysi§’and Content Analysis

for Future Internet Structure Studies 14
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RECENT RESEARCH ABOUT
INTERNET AND BLOGS
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wsars and information

otolFL

Networks of users and
posts on the internet
inducing a real-world
event

Fusion between Content Analysis and Network Analysis

— Natural Language Processing (NLP) for Content Analysis
— Social Network Analysis (SNA) for Network Analysis

— A better analysis framework for Future Internet contents and structure

analyses
Copytight (c) Alice Oh and lI-Chul Moon
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wsars and information

Topic Word Identification on Blogs
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Topic Word Identification from Un-filtered Blog Corpus

Copytight (c) Alice Oh and lI-Chul Moon
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wsars and information

Simple Blog Network Analysis

e Social Network Analysis for Natural Language Processing
— Why possible?

e Because Internet Media
* We have links and contents

100000

Turns out to be
Personal Blogs

10000

1000

100

Number of Sites

Sew

1

1 10 100 1000 10000 100000 1000000
Indegree

Turns out to be Blog In-Degree Distribution as Filtering Method

major new outlet
blogs

Copytight (c) Alice Oh and lI-Chul Moon 18
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Topic word
identification from
News outlets: Social

Network Analysis
Filtering

Much better topic
identification results
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Toplc Word Identlflcatlon from Filtered Blog Corpus

Copytight (c) Alice Oh and II-Chul Moon

II-Chul Moon, Yong-Min Kim, Hyun-Jong Lee, Alice H. Oh, Temporal Issue Trend Identifications in Blogs, Symposium on Social Computing Applications, IEEE Internatichal
Conference on Social Computing, Vancouver, Canada, Aug, 29, 2009
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e Future Internet and Social Computing
— Infra-structure Research
— Application Research
— Phenomena Research

* Lessons Learned...
— Social Analysis i
e Human components

— Content Analysis
e Contents flowing through the network

Infra-Structure Application Phenomena

e Current movement A(';j;q'gis
— Fusion between Social Network Future
Analysis and Contents Analysis Internet Internet

Communication

. Media
Studies

Studies

Contents
Analysis
(NLP)




